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Journey Exchange Overview
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

The Journey Exchange is a cat alog of pre- int egrat ed FinTech1 appl icat ions wr it t en for  

Maest ro, such as Mit ek, FIS, Mast ersoft , and LexisNexis, t o ext end t he power of t he 

Temenos Journey Manager (TJM) plat form.

These t hird part y int egrat ion packages are made available t o our Journey Manager cus-

t omers for  use in t heir  onl ine cust omer appl icat ions. A l ist  of  publ ished and available 

packages per region is maint ained at : Exchange Packages

The  Journey Exchange cat alog has been int egrat ed int o Journey Manager  f rom 18.05  t o 

al low you t o easily download Exchange packages direct ly int o your Manager envir -

onment . 

You wil l  need Exchange permissions t o be able t o do t his. However, for  al l  ear l ier  ver-

sions of Manager, a zip f ile gives you access t o t he Exchange package services and Maes-

t ro asset s. To f ind out  more, refer  t o:

 l Package Inst al lat ion

 l Exchange Permissions

 l Package Conf igurat ion

Wat ch t his video for  an int roduct ion t o t he Exchange. 

1Financial Technology, also known as FinTech, is a new indust ry t hat  uses new t ech-

nology and innovat ion t o improve act ivit ies in f inance. It  aims t o compet e wit h t ra-

dit ional f inancial met hods in t he del ivery of f inancial services t o cust omers by 

improving cust omer exper ience, reducing t ime- t o- market , decreasing cost  t o ment ion 

a few.
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Contacting the Exchange Team
You can cont act  t he Exchange Team t o suggest  an idea or  raise a support  request  

t hrough t he Temenos Support  por t al:

Need t o log an idea or  issue? 

The Support  Handbook shows you how t o log t hem in t he Support  Port al. 

 1. Ensure you're using t he or iginal Exchange package (not  modif ied services or  Maes-

t ro asset s). * Support  is only provided if  t he Manager services or  Maest ro asset s 

have not  been changed.

 2. Include your Manager, Maest ro and Exchange package versions.

 3. Capt ure /  reproduce t he st eps t aken using a Maest ro t emplat e (blank, Maguire, 

Blue St eel or  Avalon). This is essent ial so t hat  we can repl icat e t he issue in our own 

environment .

Cont act ing t he Exchange Team - 10 -
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Exchange Package Architecture
All Exchange packages are  based on t he same archit ect ure and int eract  wit h Manager 

and  Maest ro in t he same manner. 

As t he user int eract s wit h an Exchange package implement ed in t heir  appl icat ion 

(form), t he t hird part y services are cal led via Manager, and t hese event s are recorded in 

Journey Analyt ics, t he plat form's analyt ics t ool, t o be fur t her  analyzed  in t he fut ure. 

The  t ransact ion propert ies of t he user 's appl icat ion are also sent  t o t he Workspaces 

port al, so t he appl icat ion l ife cycle can be reviewed by t he Workspaces users. 
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Exchange Development Schedule
More Exchange packages are always being developed. 

Packages being  considered for  development  are here: Development  Schedule

Exchange Development Schedule - 12 -



Exchange Partnerships
Int erest ed in becoming an Exchange Part ner and publ ishing your own solut ions? 

The Exchange Part ner Program is designed t o al low your t eam t o part icipat e in t he 

Avoka Exchange service by developing, cer t ifying and publ ishing your own solut ions. 

Find out  what  is involved:

 l The Exchange Publishing Process

 l Exchange Cert if icat ion

 l Developer Resources

Exchange Part nerships - 13 -



Exchange Developer Resources
Looking for  answers as you develop? Let  us assist  you t o get  your Exchange package 

buil t , cer t if ied and publ ished. 

We've got  some import ant  t ips and guidel ines t hat  are a great  place t o st ar t :  Developer 

Resources
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Access  to Exchange Packages
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

There are t wo ways t o access Exchange packages:

 l You can easily download t he packages direct ly f rom t he Journey Exchange cat alog 

int o your Journey Manager environment .

 l Or via an archive ZIP f ile   for  al l  ear l ier  versions of .

Access to Exchange packages for Journey Manager 

 |   18.05    This f eat ure was int roduced in 18.05.

Use t he Journey Exchange t o download and inst al l  t he requireJourney Managerd pack-

age direct ly int o your Journey Manager environment . You wil l  need permissions t o 

access t he Journey Exchange. 

We suggest  f il t er ing by region t o conf irm t he package is available in your region, before 

inst al l ing.
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For more informat ion on inst al l ing Exchange Packages using t he Avoka Exchange see 

Package Inst al lat ion.

Access to Exchange packages via ZIP for Journey Man-

ager

 |  v5.0 -  v17.10       This f eat ure is relat ed t o v5.0 t o v17.10.

An archive ZIP f ile gives you access t o t he Exchange package  for  al l  ear l ier  versions of 

Journey Manager (v5.0 -  v17.10). If  you are working on a project  on Journey Manager  

t hat  requires access t o one or  more Exchange packages, cont act  t he Exchange t eam  

wit h t he fol lowing det ails:

 l Cust omer Name -  Ident ify t he cust omer who wil l  be using t he package.

 l Manager Version -  Not e t he Manager version number of t he t arget  environment .

 l Int ended Usage -  Descr ibe t he use case(s) t hat  t he package wil l  be appl ied t o.
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The Exchange t eam wil l  review your request  t o ensure t he package is compat ible wit h 

your t arget  environment  and int ended use case(s) before making t he request ed pack-

age available, in t he form of an archive f ile in t he ZIP format , cal led a Transact  Dis-

t r ibut ion Package or  TPac.

For more informat ion on inst al l ing Exchange Packages using a ZIP f ile see Package 

Inst al lat ion.
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Exchange Permissions
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |    18.11    This f eat ure was 

int roduced in 18.11.

The fol lowing permissions are required t o access t he Exchange in your Journey Man-

ager environment  t o inst al l  Exchange packages t o use in your Maest ro appl icat ions.

 1. Login t o Journey Manager.

 2. Updat e your user 's Journey Manager user account .

 3. Cl ick on t he Spaces t ab and add Avoka Exchange t o t he user 's Assigned Spaces 

l ist .

 4. This al lows user access t o view t he Avoka Exchange.

 5. Cl ick on t he Roles t ab and add Avoka Exchange t o t he user ’s Assigned Roles l ist .
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 6. This al lows users t o inst al l , uninst al l  and upgrade Exchange packages in t he 

Exchange.

 7. Once t hese permissions are grant ed, users can now log on t o t he Exchange wit h 

t heir  updat ed Manager credent ials, and          select  Journey Exchange from t he Jour-

ney Manager Modules menu.
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Exchange Package Installat ion
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

There are t wo ways t o inst al l  Exchange packages int o your Journey Manager envir -

onment  t o use in your Maest ro appl icat ions. The inst al lat ion met hod t o use depends on  

your Journey Manager version. They are:

 l Via t he Journey Exchange 

 l Via a ZIP archive f ile

Installation via Journey Exchange

 |   18.05    This f eat ure was int roduced in 18.05.

The Journey Exchange cat alog has been int egrat ed int o Journey Manager  f rom 18.05  t o 

al low you t o easily download Exchange packages direct ly int o your Journey Manager 

environment . You wil l  need Exchange permissions t o be able t o do t his.

 1. Select  Avoka Exchange/ Journey Exchange from t he Journey Manager Modules 

menu.         

 2. Or login t o t he Avoka Exchange/ Journey Exchange from your Journey Manager 

environment  : ht t ps:/ / <-

journeymanager.environment .com>/ exchange/ secure/ web/ exchange- browser

Exchange Package Inst al lat ion - 20 -



 

 3. Locat e t he required Exchange package. Fil t er  by Cat egory and Region t o conf irm 

t he package is support ed in your region. 

 4. Make sure you have select ed t he correct  organizat ion. The package wil l  be 

inst al led int o t he Organizat ion you select ed and wil l  only be available for  use in 

forms wit hin t hat  Organizat ion.             

 5. Cl ick 

 6. The Exchange package wil l  be downloaded and inst al led int o your Journey Man-

ager environment .

 7. Then cl ick on t he Download Maest ro l ibrary l ink t o add t he Maest ro component  of  

t he package int o t he Maest ro Palet t e.

 8. The Exchange package services and Maest ro asset s are inst al led and ready for  use.
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 9. Cl ick on t he View document at ion l ink t o underst and what  conf igurat ion is 

required t o use t he package. 

Video

Wat ch t he video for  an int roduct ion t o t he Avoka Exchange/ Journey Exchange.

Installation  via a  ZIP archive file (TPac)

 |  All versions     This f eat ure is relat ed t o all versions.

To inst al l  an Exchange package on any version of Journey Manager fol low t he st eps 

below:

 1. Unzip t he package t o a direct ory on your comput er .

 2. Import  each zip archive found in t he Services folder  t o Journey Manager under t he 

Services >> Al l  Services menu it em.

 3. Review t he Help Doc t ab for  each of t he import ed services and make any required 

adjust ment s t o service paramet ers.
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 4. In t he Service Def init ion t ab of each service, check t he Organizat ion name t o make 

sure it  ref lect s t he correct  organizat ion.

 5. Conf igure any required Journey Manager Service Connect ions.  Make sure t hey 

point  t o t he package name and add your package credent ials also. These require-

ment s can be found in t he Help Doc for  each of t he import ed services.

NOTE

Service Connect ions can be conf igured in Journey Manager under t he Ser-

vices >> Service Connect ions menu it em.

 6. Test  al l  package services are act ively running in Journey Manager by cl icking on 

t he green arrows and make sure t hey display a green success message.

 7. Import  each archive found in t he Librar ies folder  t o Maest ro.

NOTE

Import ing t hese int o t he Organizat ion level l ibrar ies folder  is recommended 

as t his wil l  make t he component s available t o al l  project s, however t hey can 

be import ed at  t he Project  level if  required.

 8. Review t he package readme f ile t o underst and what  conf igurat ion is required t o 

use t he package.

What is a Transact Distribution Package (TPac)

Transact  Dist r ibut ion Packages (TPacs) are t he currency of t he Avoka Exchange/ Jour-

ney Exchange and cont ain al l  asset s required t o inst al l  and conf igure t hese ext ension 

modules.     Typical ly t hese asset s include:

 l Package Document at ion: HTML based read- me document at ion det ail ing inst al l-

at ion and usage inst ruct ions, compat ibil it y not es, l icensing requirement s and 

det ailed document at ion for  each asset  in t he package.

 l Fluent  Groovy Services: One or  more Groovy services buil t  using t he Transact  Flu-

ent  SDK t o provide t he API based int egrat ion t o 3rd part ies and support ing func-

t ions.

 l Maest ro Library: A l ibrary of design asset s t o support  drag and drop usage in t he 
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Maest ro designer.

A TPac is a simple archive f ile based on t he ZIP format .
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Exchange Package Configuration
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

Exchange package architecture

All Exchange packages are  based on t he same archit ect ure and int eract  wit h Manager 

and  Maest ro in t he same manner. 

As t he user int eract s wit h an Exchange package implement ed in t heir  appl icat ion 

(form), t he t hird part y services are cal led via Manager, and t hese event s are recorded in 

Journey Analyt ics, t he plat form's analyt ics t ool t o be fur t her  analyzed  in t he fut ure. 

The  t ransact ion propert ies of t he user 's appl icat ion are also sent  t o t he Workspaces 

port al, so t he appl icat ion l ife cycle can be reviewed by t he Workspaces users. 

Package Configuration

Once an Exchange package has been inst al led from eit her  t he Exchange or  a zip f ile 

(TPac), t he Manager services and Maest ro asset s need t o be conf igured. Most  Exchange 

packages cont ain mult iple exper iences provided by t he t hird part y vendor, and it  is t his 
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conf igurat ion t hat  is necessary for  t he package t o behave as expect ed. Conf igurat ion is 

usual ly required in bot h Manager and Maest ro. 

Typical configuration tasks required in Journey Manager

Typical ly t he conf igurat ion t asks required in Manager include t he fol lowing:

 l Add your t hird part y credent ials (username and password) t o t he service con-

nect ion. Use t he pat h Al l  Services > required service > Service Connect ions.

 l Updat e t he Service Paramet ers (such as set t ing Max At t empt s) on t he service 

def init ion. Use t he pat h Al l  Services > required service > Service Def init ion > Para-

met ers Edit  t ab.

 l Configure any ot her set t ings as ment ioned in t he package document at ion.

 l Test  each required service t o conf irm t hey al l  run successful ly. Use t he pat h Al l  

Services > required service > green arrow icon (Run Unit  Test ).

Some packages wil l  also require addit ional conf igurat ion t asks in Manager if  at t ach-

ment s are  added t o t he t ransact ion aft er  t he appl icat ion is complet ed, such as 

DocuSign and AdobeSign. These addit ional conf igurat ion t asks may also include t he fol-

lowing:

 l Creat e a new scheduled service job and l ink it  t o t he  service st at us pol ler . Use t he 

pat h Syst em > Scheduled Jobs > New Scheduled Service Job.

 l Creat e a new del ivery channel and l ink it  t o t he service del ivery process. This wil l  

at t ach t he signed document  t o t he t ransact ion in Manager. Use t he pat h Forms > 

Organizat ions > Delivery Channel > New.

 l Link t he Maest ro form t o t he new del ivery channel. Use t he pat h Forms > Forms > 

Det ails t ab.

Typical configuration tasks required in Maestro

Typical ly t he conf igurat ion t asks required in Maest ro include t he fol lowing:

 l Add t he Maest ro component  t o t he form.

 l Click on t he component  in t he St ruct ure panel t o conf igure t he fol lowing it ems. 

 l Map t he input  dat a f ields t o t he response f ields in t he Conf igurat ion sect ion of t he 

Propert ies panel.

 l Set  Role Ident if iers under Opt ions in t he Conf igurat ion sect ion of t he Propert ies 

panel if  mult iple appl icant s can use t he same applicat ion form.

 l Set  any ot her Opt ions as required by t he package t o behave as expect ed.
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 l Check t he progress, success, and failure messages provided in t he component  and 

updat e t hem in t he Propert ies panel if  required.

 l Updat e t he error  messages t o be consist ent  wit h t he language on t he form, if  t he 

form has been t ranslat ed int o a language ot her t han English. Use t he Translat ion 

but t on in t he menu bar.

 l Add any Rules in t he Rules sect ion of t he Propert ies panel t o change t he behavior  

of  t he component  when cert ain condit ions are met , if  required.
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Exchange Development Schedule
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

Exchange Packages are released in waves, wit h a new wave about  every 6 mont hs. 

The Exchange Packages l ist  shows al l  Exchange packages t hat  are already publ ished 

and available global ly. You can also f il t er  t he packages by region, t o show  only t hose 

packages t hat  are available for  use in your region.

Development Schedule

View t he Exchange packages publ ished dur ing previous Temenos Journey Manager 

releases.  

22.04

20.05

19.11

19.05

WARNING

Despit e best  ef for t s, t he Exchange t eam cannot  guarant ee del ivery of new int eg-

rat ion packages, as our int ended schedule  undergoes frequent  review and adjust -

ment .   Project  t eams should not  build any dependency or  rel iance on t hese t ime 

frames int o t heir  implement at ion plans.

Unscheduled

The fol lowing packages have been ident if ied as candidat es for  fut ure cycles, but  are not  

yet  scheduled for  release.

Package Descript ion

Bureau van 

Dijk

Global service providing company int el l igence -  ht t ps:/ / www.b-

vdinfo.com/ en- gb/ home

DanalMobile 

Ident it y

Ext end t he Danalint egrat ion t o include addit ional mobile ident it y ser-

vices -  ht t ps:/ / danal inc.com/ plat form/
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Ear ly Warn-

ing
Online payment s -  ht t ps:/ / www.ear lywarning.com/

Digit alID
Nat ional ident it y ver if icat ion service offered by Aust ral ia Post  cal led Digit -

alID -  ht t ps:/ / www.digit al id.com/ personal

Canada Post
Int ernat ional address f inder using t he Canada Post  Web Service APIs -  

ht t ps:/ / www.canadapost .ca/ pca/

Exper ian 

Powercurve

Exper ian's Decision Management  Solut ion -  ht t p:/ / www.-

exper ian.com/ st rat egy- management / powercurve.ht ml

Exper ian 

CrossCore

The Exper ian CrossCore plat form unif ies a bunch of f raud and ident it y 

services int o a single service -  includes FraudNet , ID services and ot her 

3rd part y capabil it ies such as biomet r ics.

FaceMe
FaceMe is an omni- channel vir t ual assist ant  plat form -  ht t p:/ / www.-

faceme.com/

Fiserv Fun-

dNow

OpenNow®/ FundNow® from Fiserv support s inst ant  account  opening 

and funding. -  ht t ps:/ / www.f iserv.com/ resources/ opennow- fundnow-

brochure.aspx

Glass's 

Guide

Vehicle informat ion services using t he Glass's Aut omot ive Business Int el-

l igence syst em.                     

Mambu
Int egrat ion wit h t he Mambu Saas Core Banking plat form for  st raight -

t hrough- processing of product  appl icat ions -  ht t ps:/ / www.mambu.com/

Microsoft  

Dynamics
Microsoft  Dynamics lead generat ion.

QBE LMI
QBE Lenders Mort gage Insurance API provides LMI premium est imat es 

for  t he Aust ral ian market .                     

ID Analyt ics
ID Analyt ics provides Credit  and Fraud Risk Solut ions & Analyt ics -  

ht t p:/ / www.idanalyt ics.com/

SuperMat ch 

2

SuperMat ch 2 is an API provided by t he Aust ral ian Tax Off ice t o f ind 

Superannuat ion account s regist ered against  an individual.

Transunion Int egrat e direct ly t o t he TransUnion Bureau.

Threat Met r ix
Fraud prevent ion using t he Threat Met r ix suit e of  services -  ht t ps:/ / www.-

t hreat met r ix.com/

Trul ioo KYB
Trul ioo KYB is KYC for  businesses, a global service used t o ver ify busi-

nesses ent it ies in real t ime.

Vant iv Online payment s -  ht t ps:/ / www.vant iv.com/
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Apple Pay
Regist er  credit  cards wit h Apple Pay at  t he t ime of onl ine appl icat ion 

approval for  immediat e use.

Auraya 

Armorvox                     
Biomet r ic voice signat ure using t he Auraya Armorvox service.                     

Proviso
API based income ver if icat ion for  t he Aust ral ian market  using t he 

BankSt at ement s.com.au service.

Cameo Individual prof il ing and classif icat ion using t he Cameo Online services.

Celebrus 

Analyt ics                     
An out going int egrat ion t o Celebrus Big Dat a Analyt ics service.                     

Credit  

Reform

German based credit  and insolvency informat ion services -  

ht t ps:/ / en.credit reform.de/ index.ht ml

Dat aVer ify
IDV, Income ver if icat ion and employment  ver if icat ion using t he 

Dat aVer ify services.

Delux 

Swit chagent

Swit chAgent  makes swit ching f inancial inst it ut ions in t he US quick and 

easy.                     

Direct ID
Direct ID combines bank ver if icat ion, l ive f inancial dat a, bureau checks 

and document  aut hent icat ion in a single plat form.                     

Equifax Int er-

connect

Int egrat es Equifax federat ed Bureau, decisioning and ident it y checks int o 

our plat form.

Facebook 

Cont inued 

Flow

Pref il l  a Maest ro form from a Facebook lead capt ure form.                     

Google Plus Dat a pref il l  f rom an individuals Google Plus prof ile.

IDNow
European digit al ident if icat ion service support ing real- t ime video chat  

and e- signat ures -  ht t ps:/ / www.idnow.eu/

Ignit e Sales Product  recommendat ions & cross sel l ing engine.

IKO
Swiss based credit  services -  ht t ps:/ / www.iko- info.ch/ de- ch/ kredit - leas-

ingnehmer

InAut h 

InBrowser

Fraud prevent ion service ut il izing java scr ipt  col lect ors, InBrowser 

provides device ident if icat ion and r isk assessment .                     

KickFire IP address int el l igence.

LiveAgent Web chat  using t he Salesforce LiveAgent  service.

Olark Web chat  using t he Olark service.
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OpinionLab Cust omer feedback engine.

SAP SMS Globla SMS messaging using t he SAP SMS 365 service.

Schufa
German based r isk /  t rust  services for  individuals and businesses includ-

ing credit , f raud & compliance, decisioning -  ht t ps:/ / www.schufa.de/ en

Socure
US ident it y ver if icat ion service based on social bomet r ics as well  as off-

l ine dat a.

St r ipe
St r ipe Payment s is a payment  service specif ical ly designed for  int ernet  

t ransact ions.                     

Symit ar Core banking plat form used by 40% of credit  unions in t he US.

Teminos Core banking provider.                     

Tokenex
Pass sensit ive informat ion off  t o TokenEx and st ore a secure t oken in it s 

place.

Twil low Global SMS API

Vasco 2FA Vasco 2 fact or  aut hent icat ion services.                     

Equifax DP3
Int egrat es Veda Bureau, decisioning and ident it y checks int o our plat -

form using t he Decision Point  3 plat form.

Ver if ier
Income Ver if icat ion ht t p:/ / www.ver if ier .me/  (a Dunn & Bradst reet  

FinTech part ner)                     

WebId
German based real- t ime video chat  ident if icat ion service -  

ht t ps:/ / www.webid- solut ions.de/ en/

Yodlee ACH Yodlee's Account  Clear ing House (ACH) service.

ZEK
Swiss based credit  services -  ht t ps:/ / www.zek.ch/ de- ch/ kredit - leas-

ingnehmer

Zoot Real- t ime decisioning syst em.
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You can cont act  t he  Exchange Team t o  suggest  an idea or  raise a support  request  

t hrough t he Temenos Support  por t al:

Need t o log an idea or  issue? 

The Support  Handbook shows you how t o log t hem in t he Support  Port al. 

What we require

 1. Ensure you're using t he or iginal Exchange package (not  modif ied services or  Maes-

t ro asset s). * Support  is only provided if  t he Manager services or  Maest ro asset s 

have not  been changed.

 2. Include your Manager, Maest ro and Exchange package versions.

 3. Capt ure /  reproduce t he st eps t aken using a Maest ro t emplat e (blank, Maguire, 

Blue St eel or  Avalon). This is essent ial so t hat  we can repl icat e t he issue in our own 

environment .
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How to log a support  request 
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is relat ed t o v5.1 and higher.

If  you have ident if ied a defect  or  issue, t he fol lowing informat ion wil l  be required t o log 

a support  request :

 1. Ensure you're using t he or iginal Exchange package (not  modif ied Manager services 

or  Maest ro asset s).  * Support  is only provided if  t he Manager services or  Maest ro 

asset s have not  been changed.

 2. Include your Manager, Maest ro and Exchange package versions.

 3. Capt ure /  reproduce t he st eps t aken using a Maest ro t emplat e (blank, Maguire, or  

Blue St eel). This is essent ial so t hat  we can repl icat e t he issue in our own envir -

onment .

Log a support request

 1. Log a defect  or  issue t hrough t he Support  por t al.

 

 2. Cl ick on Incident .
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 3. In Affect s Product  Version/ s make sure you select  Exchange, PLUS t he Maest ro 

and Manager versions.

 4. Select  t he Environment  t hat  is af fect ed.

 5. Select  t he Sever it y.

 6. Ent er  a br ief  explanat ion of t he issue in t he Issue Summary.

 7. Ent er  al l  ot her  det ails needed t o descr ibe t his issue in Descr ipt ion.

 8. At t ach a zipped f ile cont aining t he Maest ro form in At t achment (s) if  available at  

t his point .

 9. Cl ick Creat e.

 10. Our Support  t eam wil l  cont act  you if  t hey need anymore informat ion before 

passing t his issue on t o t he Exchange Team.

NOTE

For more informat ion on how t o raise a support  t icket  see t he Cont act  Support  

document at ion in t he Journey Manager Support  Handbook.
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is relat ed t o v5.1 and higher.

Int erest ed in becoming an Exchange Part ner and publ ishing your own solut ions? 

The Exchange Part ner Program is designed t o al low your t eam t o part icipat e in t he 

Exchange service by developing, cer t ifying and publ ishing your own solut ions. 

Who can apply?

Any t eam wishing t o build a package for  publ ishing on t he  Exchange, or  enhance an 

exist ing package, is el igible t o apply for  a part ner  account , including:

 l Temenos Journey Manager (TJM) implement at ion t eams producing reusable int eg-

rat ions t o new 3rd part y syst ems.

 l 3rd part y vendors wishing t o build a connect or  t o t heir  own syst em.

 l Int ernal t eams producing gener ic and reusable asset s t hat  would benef it  t he 

broader communit y.

 What is involved?

 l The Exchange Publishing Process

 l Exchange Cert if icat ion

 l Developer Resources
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The Exchange Publishing Process
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is relat ed t o v5.1 and higher.

The process of publ ishing t o t he Journey Exchange involves four  st eps.

Step 1 -  Apply

Apply for your Exchange Partner Account

Cont act  your Part ner Account  Manager. Your appl icat ion wil l  be reviewed and if  suc-

cessful you wil l  receive access t o:

 l The Maest ro design t ool for  UI development  work.

 l A sandbox Journey Manager environment  for  publ ishing and t est ing your solut ion.

 l The Temenos Journey Manager (TJM) resources websit e wit h ext ensive product  

document at ion, how- t o ar t icles and Q&A forum.

 l Self- paced onl ine t raining courses.

 l An Exchange host ed GIT reposit ory.

Step 2 -  Build

Build your Extension Package on our plat form

Develop your solut ion on t he our plat form using Maest ro (our award winning UI design 

t ool) and t he Fluent  SDK (our Groovy based development  kit  t hat  can be used in any 

Java- based IDE).

Be sure t o  closely review t he Exchange Development  Guidel ines as considerat ion of 

t hese guidel ines wil l  produce benef it s when it  comes t o cer t ifying your package.

You may use your own source code management  syst em, however we recommend t hat  

you use t he Exchange host ed GIT reposit ory as your solut ion must  be pushed t o t his 

reposit ory before submit t ing for  cer t if icat ion.
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For t echnical support  dur ing your build phase, t he Temenos Journey Manager (TJM) 

resources websit e is t he best  resource. You wil l  also receive l imit ed support  f rom t he 

Exchange t echnical t eam or t he Support  t eam if  required. 

See Exchange Developer Resources

Step 3 -  Certify

Submit  your Package for Exchange Cert if icat ion

The Exchange t eam maint ains a set  of  minimum requirement s t hat  every package must  

sat isfy before it  can be publ ished t o t he Avoka Exchange. To ensure t he st andards are 

met , al l  packages must  be submit t ed t hrough t he Exchange Cert if icat ion Process.

To st reamline t his cer t if icat ion process and minimize any delays, make sure t hat  your 

project  t eam have reviewed t he Exchange Cert if icat ion Checkl ist  and considered al l  

it ems in your solut ion. If  anyt hing is uncert ain it  is bet t er  t o seek clar it y before sub-

mit t ing for  cer t if icat ion t han it  is t o submit  a non- compliant  solut ion and receive a cer-

t if icat ion failure.

When you submit  your package for  cer t if icat ion, al l  asset s must  be available in t he 

Exchange GIT reposit ory. Your submission wil l  be added t o t he work queue for  t he 

Exchange t eam and scheduled for  review. This review may t ake up t o 6 weeks and may 

require one or  more scheduled conference cal ls bet ween t he cer t if icat ion t eam and 

your project  t eam t o discuss aspect s of your solut ion.

At  t he complet ion of t he cer t if icat ion review, a report  wil l  be issued det ail ing t he out -

come of t he review (CERTIFIED or UNCERTIFIED) and may cont ain a number of feed-

back it ems classif ied as eit her :

 l Comment  -  A benign not e made by t he cer t if icat ion t eam relat ing t o your solut ion. 

Comment s do not  impact  t he out come of t he review;

 l Recommendat ion -  A suggest ed (but  not  required) modif icat ion t o t he solut ion 

t hat  should be considered by your project  t eam; or

 l Requirement  -  A mandat ory requirement  t hat  must  be sat isf ied by your solut ion 

before it  is cer t if ied. The presence of any such it ems wil l  result  in an UNCERTIFIED 

out come.

Any solut ion t hat  does not  get  cer t if ied on t he f irst  submission may be resubmit t ed 

once t he feedback it ems have been addressed.

See Exchange Cert if icat ion
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Step 4 -  Publish

Release your Package to the Avoka Exchange

When you have a cer t if ied package you wil l  be asked t o provide informat ion required t o 

get  your package publ ished t o t he Avoka Exchange. This may include descr ipt ive con-

t ent  and imagery, reference l inks, demo videos et c. We st rongly recommend you creat e 

a funct ional demo of your solut ion so t hat  cust omers can t ry it  out  and see how it  

works before inst al l ing it . Demos can be host ed on t he Exchange Demo Server and 

demo l inks can be added t o your l ist ing.

When your provider prof ile and package l ist ing are ready, you can submit  a request  t o 

act ivat e your l ist ing. Once act ivat ed, t he l ist ing wil l  be immediat ely available on t he 

Avoka Exchange for  al l  cust omers.
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Exchange Cert ificat ion
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is relat ed t o v5.1 and higher.

During t he Exchange Publishing Process you wil l  be required t o get  your package cer-

t if ied before it  can be made act ive on t he Avoka Exchange. When you submit  your pack-

age for  cer t if icat ion it  wil l  be added t o t he work queue for  t he Exchange t eam and 

scheduled for  review. This review may t ake up t o 6 weeks and may require one or  more 

scheduled conference cal ls bet ween t he cer t if icat ion t eam and your project  t eam t o dis-

cuss aspect s of your solut ion.

The Exchange t eam wil l  review your package t o ensure t hat  it  meet s cer t ain st andards 

and minimum requirement s in t erms of how it  is designed and buil t . We consider many 

aspect s of t he solut ion you've produced, including t hose l ist ed under Cert if icat ion 

Checkl ist  below. We encourage you t o become very famil iar  wit h t his checkl ist  and 

ensure t hat  you are consider ing t hese it ems from t he out set  of  your project  so t hat  

delays are minimized when you wish t o publ ish your solut ion on t he Avoka Exchange. If  

anyt hing is uncert ain it  is bet t er  t o seek clar it y before submit t ing for  cer t if icat ion t han 

it  is t o submit  a non- compliant  solut ion and receive a cer t if icat ion failure.

When you submit  your package for  cer t if icat ion it  wil l  be added t o t he work queue for  

t he Exchange t eam and scheduled for  review. This review may t ake up t o 6 weeks and 

may require one or  more scheduled conference cal ls bet ween t he cer t if icat ion t eam 

and your project  t eam t o discuss aspect s of your solut ion.

Certification Checklist

Before submit t ing your package for  cer t if icat ion, ensure you have reviewed t he fol-

lowing checkl ist :

 1. Project  pushed t o Exchange GIT Reposit ory.

 2. Adequat e Package Document at ion.

 3. Secur it y of  Cust omer Dat a.

 4. Language Translat ion Support .

 5. Package Compat ibil it y Requirement s.            

 6. Unique Asset  Naming St rat egy.
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 7. Best  pract ices used as per Groovy Coding Convent ions & Pract ices, in par t icular :

 a. Naming Convent ions for  Groovy Services.

 b. Logging Third Part y Service Calls.

 c. Encapsulat ing Common Code in Shared Groovy Classes.

 8. Maest ro Library named exchange.<project - name>

 9. Maest ro Component  Design Considerat ions:

 a. Responsive design -  make sure it  looks and behaves appropr iat ely on al l  screen 

sizes.

 b. Dat a Binding and no binding where appropr iat e.

 c. Can be used more t han once in a single form, and in repeat s wit h no dupl icat e bind-

ing issues.

 d. Receipt  present at ion considerat ions -  how should t his appear on t he receipt ?

 e. St at e ret ained bet ween save and resume event s.

 f . Rule t emplat es -  consider adding rule t emplat es so users of t he component  can 

add code for  specif ic t r iggers.

 g. Rule helpers -  t hink about  r ight  cl ick menu and any feat ures t o expose.

 h. Ensure no errors in JavaScr ipt  console dur ing use.

 10. Journey Analyt ics  Considerat ions:

 a. Insight s Field Names conf igured in Maest ro t o overr ide or iginal f ield names and 

add clar it y t o dupl icat e f ield names shown in Field Analysis View.

 b. Journey Analyt ics Milest ones (e.g. GreenID VERIFIED) -  t est  t hat  t hey are being 

sent .

 11. Suff icient  t est  cases t o cover usage scenar ios.

 12. Review of TODOs.

 13. Demonst rat ion form provided in Maest ro project .

Certification Report

At  t he complet ion of t he cer t if icat ion review you wil l  receive a report  det ail ing t he out -

come of t he review and feedback relat ing t o t he areas highl ight ed by t he review t eam.

The report  wil l  det ail  t he overal l  out come of t he review (CERTIFIED or UNCERTIFIED) 

and may cont ain a number of feedback it ems classif ied as eit her :
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Comment  -  A benign not e made by t he cer t if icat ion t eam relat ing t o your solut ion. Com-

ment s t o not  impact  t he out come of t he review;

Recommendat ion -  A suggest ed (but  not  required) modif icat ion t o t he solut ion t hat  

should be considered by your project  t eam; or

Requirement  -  A mandat ory requirement  t hat  must  be sat isf ied by your solut ion before 

it  is cer t if ied. The presence of any such it ems wil l  result  in an UNCERTIFIED out come.

Any solut ion t hat  does not  get  cer t if ied on t he f irst  submission may be resubmit t ed 

once t he feedback it ems have been addressed.
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is relat ed t o v5.1 and higher.

Each package on t he Exchange cat alog must  be adequat ely document ed so t hat  cus-

t omers can be self- suff icient  when inst al l ing, conf igur ing and using t he package. This 

ar t icle descr ibes t he areas where document at ion should be appl ied in your package.

Fluent SDK Document Generation

When using t he Fluent  SDK in t he IDE, document at ion is generat ed based on t he asset s 

found in t he project  source folder  and t he descr ipt ive cont ent  added by t he devel-

opment  t eam.

There are 2 levels of  generat ed document at ion produced by t he Fluent  SDK:

 1. Service Level Documentation

In t he source folder  for  each Groovy service you wil l  f ind a service- help.html f ile 

which is generat ed each t ime you package or  deploy your service based on t he 

annot at ions in t he Groovy scr ipt  it self  and t he descr ipt ive cont ent  in t he service-

def.json f ile. When deployed t o Journey Manager t his document at ion is visible on 

t he Help Doc t ab when viewing t he service def init ion.

See ServiceDoc Annot at ions t o learn how t o embed document at ion in your Groovy 

scr ipt  using annot at ions.

 2. Package Level Documentation

The package document at ion generat or  pul ls informat ion from a range sources in 
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t he project  source folder  t o produce a comprehensive manifest  and guide for  

users of t he package. Much of t his informat ion is creat ed based on syst em gen-

erat ed f iles but  must  be augment ed wit h descr ipt ive cont ent  by t he package 

developers. When a TPac is deployed t o Journey Manager (under System → TPacs) 

t he readme.html document  wil l  be accessible via t he package l ist ing.

Documenting Groovy Services

The document at ion generat or  for  Groovy services pul ls informat ion from t he fol lowing 

2 sources locat ed wit hin t he service source folder :

 1. The annot at ed Groovy scr ipt  -  see ServiceDoc Annot at ions.

 2. The service- def.json f ile is inspect ed t o locat e any service paramet ers t hat  have 

been added and t he paramet er  JSON def init ions are used in t he generat ed service-

level document at ion. Ensure you provide a clear  descr ipt ion for  each service para-

met er  you add.
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Example service parameter def init ion f rom a service- def .json f ile

            {

              "name": "Docusign Email Subject",

              "description" : "The email subject to display for Docusign email delivery",

              "type": "String",

              "value": "Docusign $formName",

              "bind": false,

              "required": false,

              "clearOnExport": false,

              "readOnly": false

             }

         

Documenting Maestro Assets

All descr ipt ive cont ent  for  Maest ro asset s should be added by t he developer via t he 

Maest ro UI. Here we l ist  some examples of t he descr ipt ive cont ent  cont ained in Maest ro 

asset s t hat  is used in t he generat ion of t he package- level document at ion:

 l Shared Component  Descr ipt ions -  when you publ ish a cust om component  t o a 

Maest ro l ibrary you are able t o specify a descr ipt ion of t he component .

 l Component  Propert ies and Rule Templat es -  adding propert ies or  rule t emplat es 
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you are also able t o add descr ipt ive cont ent .

The fol lowing is an example Maest ro component  document at ion generat ed int o t he 

package- level readme:
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Package Overview  Documentation

In addit ion t o t he aut omat ical ly generat ed document at ion on Groovy services and Maes-

t ro asset s, package developers can inject  f ree- form overview inst ruct ions and 

guidel ines int o t he package document at ion by edit ing t he package.ht ml f ile locat ed in 

t he project  source folder . Al l  cont ent  in t his f ile is added at  t he t op of t he package 

readme.ht ml f ile and any <h2> headings are t reat ed as a navigable menu it em, being 

added t o t he lef t  hand navigat ion.

In t he package.ht ml f ile, developers should provide adequat e document at ion t o enable 

cust omer t o be self- suff icient  in t heir  use of t he package. This may include sect ions on:

 l The purpose of t he package and t he use cases it  support s

 l Compat ibil it y requirement s for  t he package core modules and any 3rd part y 

dependencies

 l Licensing informat ion and cont act  det ails for  obt aining a l icense

 l Inst al lat ion and usage inst ruct ions

 l Det ails around special feat ures support ed by t he package

 l Release not es det ail ing al l  relevant  hist or ical releases and t he main change 

bet ween releases

 l Legal considerat ions for  t hose int ending t o use t he package
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Example Custom Sect ion

            <h2>Embedding the signing ceremony</h2>

            <p>

              The embedded signing ceremony required minimal configuration, and can simply 

be placed on the form.

              The following rules are provided on the form to allow customisation of the 

signing experience :

              <ol>

             <li>

                <strong>On Complete</strong>

                <p>Allows the form designer to specify a script to run when the signing 

ceremony has been completed.</p>

               </li>

               <li>

                <strong>On Failure</strong>

                <p>Allows the form designer to specify a script to run if the signing cere-

mony fails (usually due to a signer opting out or declining to sign)</p>

               </li>

              </ol>

             <p class="alert alert-warning"><strong>NOTE</strong> : The signing ceremony 

will begin as soon as the signing ceremony is visible</p>

             <p class="alert alert-danger"><strong>WARNING</strong> : Once the Signing 

Ceremony has been created it cannot be changed, as changing the contents of the documents 

would void the signing package.</p>

            </p>

         

 Example Custom Sect ion
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Example Release Notes

             <h2>Release Notes</h2>

              

             <p><strong>Version 1.2</strong>  <span class="label label-default">Aug 08, 

2017</span></p>

             <ul>

              <li>Error handling, data validation and usage instructions.</li>

               <li>Keep Manager session alive as long as the embedded DocuSign signing ses-

sion is active. A ping request from DocuSign is executed against Manager every 5 minutes.

               </li>

             </ul>

              

             <p><strong>Version 1.1</strong>  <span class="label label-default">Jun 28, 

2017</span></p>

             <ul>

               <li>Added support for Maestro 5.1 language translation features.</li>

             </ul>

              

             <p><strong>Version 1.0</strong>  <span class="label label-default">Feb 23, 

2017</span></p>

             <ul>

               <li>Baseline release.</li>

             </ul>

         

 Example Release Notes
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Tip

You should occasional ly run t he package generat or  and review t he cont ent  t o ensure 

t hat  t here are no gaps or  errors in t he document at ion. You can manually t r igger t he gen-

erat or  by running t he generat e- package- docs Ant  t arget  in t he project  build f ile. The 

generat ed readme.ht ml wil l  be generat ed int o t he package folder  in your project .

 

See also Working wit h t he Ant  Build Files
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Journey Manager has in- buil t  support  for  language t ranslat ion, int roduced in Maest ro 

5.1.0, so t he form user may int eract  wit h t he syst em in ot her languages while main-

t aining t he same great  user exper ience. In order t o support  t his mult i- l ingual capabil it y 

across t he board, package developers are required t o review t heir  package for  t rans-

lat able cont ent  and ensure t hat  it  is appropr iat ely f lagged so t hat  it  is picked up by t he 

t ranslat ion engine. Fort unat ely t his is a relat ively simple process t hat  is made easy by 

plat form t ools as fol lows.

Maestro Standard Components

All st andard Maest ro component s (provided in t he Maest ro release l ibrar ies) are 

already conf igured for  t ranslat ion so you are not  required assess t hese in your review. 

This includes al l  visual element s of st andard f ields including labels, capt ions, help t ext  

and error  messages.

Maestro Custom Components Properties

Where you have creat ed a cust om component  t hat  has it s own component  propert ies 

you wil l  need t o review t hese for  t ranslat ion support  as fol lows:

 1. Open t he Component  Propert ies dialog and inspect  each propert y of  t ype Text , 

Rich Text  or  Help Text .

 2. Det ermine if  t his f ield should be t ranslat able. If  it  is a t ext  value t hat  is present ed 

t o t he user t hen it  wil l  l ikely require t ranslat ion, but  you may have t ext  propert ies 

t hat  should not  be t ranslat ed under any circumst ances (e.g. count ry codes, 

insight s milest one event  names, api keys et c.).

 3. Open t he component  propert y conf igurat ion and set  t he Exclude from Translat ion 

f lag according t o t he det erminat ion made in st ep 2 above.
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 4. Save.

Maestro JavaScript String Literals

Where you have used JavaScr ipt  code in cust om component s you must  review t hese 

scr ipt s for  hard- coded st r ing l it erals and manage t he t ranslat ion support  as fol lows: 

 1. Det ermine if  t he st r ing l it eral should be f lagged for  t ranslat ion support  (i.e. wil l  it  

be shown t o t he user of  t he solut ion?).

 2. If  t ranslat ion is required, r ight  cl ick on t he st r ing in t he Maest ro scr ipt  edit or  and 

choose Mark for  Translat ion.

 3. In t he Translat ion Dialog t hat  appears, give t he f ield a t ranslat ion ID:
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 4. Not e t hat  a t ranslat ion t ag has been pre- pended t o t he st r ing l it eral, which aler t s 

t he t ranslat ion engine t o include t his st r ing in t he t ranslat ion f iles:

 5. Save.

Switching language at runtime

It 's wort h not ing t hat  t he component  should be able t o show t he correct  language 

when swit ching t he form language at  runt ime. For example, if  t he component  want  t o 

display a error  message based on cer t ain error  code. Typical ly you need t o provide a 

javscr ipt  t o do t he mapping and shows t he relat ed error  message based on error  code. 

An example would be:
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Example 

             function getErrorMessage(errorCode) {

              switch (errorCode) {

               case "NF":

                return '~T~wewereunabletodetectthebarcodefromthebackofyourlicense~T~We 

were unable to detect the barcode from the back of your license.';

                break;

               case "OOF":

                return '~T~theimageistooblurry~T~The image is too blurry.';

                break;

               case "DARK":

                return '~T~thereisnotenoughlightonyourdocument~T~There is not enough light 

on your document.';

                break;

              }

             }

         

The correct  pat t ern t hat  support s swit ching error  message at  runt ime would be having 

t wo dat a f ields, one for  t he error  code, one for  t he error  message. When a service get s 

cal led and ret urns wit h error  code, we set  t he error  code value int o error  code dat a 

f ield. And we also creat e a calculat ion scr ipt  for  t he error  message dat a f ield t o get  t he 

correct  error  message based on error  code l ike funct ion above. This way, everyt ime a 

user changes t he form language, t he calculat ion scr ipt  get s t r iggered so t hat  error  mes-

sage always present s in current  language.

Maestro Item Property References

If  you are accessing component  propert ies in Maest ro JavaScr ipt  rules and t hose prop-

er t ies are t ranslat able, ensure you are accessing t hem using t he Form.get It emPropert y

() JavaScr ipt  funct ion not  t he it em.propert ies object .

Example

Do not  use:

 l it em.propert ies.progressMessage

in your scr ipt s, but  inst ead use

 l Form.get It emPropert y("dat a.someIt em", "progressMessage")
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Do not  use:

 l it em.$$component .propert ies.successMessage

in your scr ipt s, but  inst ead use

 l Form.get It emPropert y("dat a.myParent Component ", "successMessage")
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This ar t icle descr ibes how t o conf igure t he minimum compat ibil it y requirement s of t he 

asset s in your Exchange package.

There are a number of areas where t he compat ibil it y requirement s for  your package 

must  be specif ied, as det ailed below.

Groovy Service Compatibility

In your service source folder  you wil l  f ind a service- def.json f ile which cont ains some 

conf igurat ions for  your service. Groovy services run in t he Journey Manager  service con-

t ainer  and so t he minimum version of Journey Manager required t o run t he service must  

be specif ied. To conf igure t he compat ibil it y of  your service you need t o set  a t op level 

propert y named t mMinVersion wit h a value t hat  specif ies t he ful l  Manager version not a-

t ion (e.g. 5.1.4).

This propert y needs t o be set  for  each service in your package. If  you are unsure if  your 

service is compat ible wit h versions of Manager ear l ier  t han t he version you are devel-

oping against  t hen it  is safest  t o conf igure your development  version in t his propert y.
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Example service- def .json

             {

              "name": "Docusign - Create Envelope",

              "description": "Create a Docusign Envelope for an embedded signing exper-

ience",

              "type": "Dynamic Data",

              "version": 1,

              "serviceConnection" : "Docusign",

              "tmMinVersion": "5.0.2",

              "parameters": [

               {

                "name": "groovyScript",

                "filePath": "DocusignCreateEnvelope.groovy",

                etc...

               }

               ]

             }

         

See Conf igur ing Service Def init ions wit h service- def.json for  more det ail  around t he ser-

vice- def.json f ile.

This version should also be annot at ed in t he Groovy scr ipt  it self  using t he @since 

annot at ion. See ServiceDoc Annot at ions for  more det ail  around t he use of annot at ions.

Maestro Library Compatibility

If  your package cont ains a Maest ro l ibrary t hen you wil l  need t o specify t he minimum 

(and opt ional ly maximum) release version of Maest ro t hat  wil l  support  t he l ibrary. Once 

you have downloaded t he Maest ro l ibrary t o your IDE you wil l  f ind a .l ibrary- conf ig.xml 

f ile in your l ibrary source folder . To conf igure t he minimum Maest ro release version 

required you wil l  need t o set  a t op level at t r ibut e named releaseMinVersion wit h t he ful l  

release not at ion of t he support ed Maest ro release (e.g. 5.1.3).

If  you are unsure if  your Maest ro package is compat ible wit h release versions ear l ier  

t han t he version you are developing against  t hen it  is safest  t o conf igure your devel-

opment  version in t his at t r ibut e. You can f ind your development  release version in Maes-

t ro by looking at  t he project  det ails t ab as shown below.
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You may also specify a minimum Manager version if  it  is relevant  by set t ing t he 

t mMinVersion at t r ibut e at  t he t op level.

Example .library- conf ig.xml

 <?xml version="1.0" encoding="UTF-8"?><Library databaseVersion="1687" envir-

onmentName="Test50 Environment" exportDate="2017-02-23" revisionNumber="4abd604" sfmVer-

sion="5.0.3">

  <description>Docusign Widgets</description>

  <readOnlyFlag>false</readOnlyFlag>

  <releaseMaxVersion/>

  <releaseMinVersion>5.0.14</releaseMinVersion>

  <tmMinVersion>5.0.2</tmMinVersion>

  <createdAt type="Date">1478130023000</createdAt>

  <createdBy>---@avoka.com</createdBy>

  <lastModifiedAt type="Date">1487732038000</lastModifiedAt>

  <lastModifiedBy>---@avoka.com</lastModifiedBy>

  <name>exchange.docusign</name>

  <type>Organization</type>

 </Library> 

Package documentation

In addit ion t o t he conf igurat ion values you need t o document  t he minimum versions in 

t he package document at ion.
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In your project  source folder  you wil l  f ind a package.ht ml f ile t hat  cont ains a sect ion on 

Compat ibil it y. You wil l  need t o edit  t hat  sect ion t o specify t he minimum requirement s 

at  t he package level. For example, if  your project  has 2 groovy services requir ing Man-

ager 5.0.2 and one Maest ro l ibrary requir ing Manager 5.0.8, t hen your package doc-

ument at ion should specify t he largest  version (5.0.8).

In t his sect ion you should specify any compat ibil it y requirement  for  Journey Manager 

and Maest ro, as well  as any compat ibil it y requirement s for  3rd part y solut ions.

Example package.html

   ...

 <h2>Compatibility</h2>

 <p>

  This package has the following compatibility requirements:

 </p>

 <div class="table-responsive">

  <table class="table">

   <thead><tr><th>Module</th><th>Compatibility</th><th>Notes</th></tr></thead>

   <tbody>

   <tr><td>Journey Manager</td><td>5.0.2 or above</td><td></td></tr>

   <tr><td>Journey Maestro</td><td>5.0.14 or above</td><td></td></tr>

   </tbody>

  </table>

 </div>

 ... 
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When developing solut ions for  t he Temenos Journey Manager it  is cr it ical t hat  per-

sonally ident ifying informat ion1 (PII) provided by users in t he process of complet ing a 

form are kept  secure. This is an area t hat  wil l  receive close scrut iny dur ing t he cer-

t if icat ion process.

As a general rule, any t ype of st orage of cust omer dat a out side of t he form dat a pay-

load should be avoided or  at  least  minimized, but  we recognize t hat  t here are some sit u-

at ions where cust omer dat a is required t o be st ored elsewhere for  audit ing, debugging 

and report ing purposes. This ar t icle descr ibes t he pract ices t hat  should be avoided and 

provides recommended st rat egies t o accommodat e some common use cases.

Unacceptable practices

The fol lowing pract ices are considered high secur it y r isks and wil l  result  in a cer-

t if icat ion failure if  ident if ied:

 l Logging of PII t o t he Journey Manager Event  Log using Event Logger.

 l Logging of PII t o t he Journey Manager Error  Log using Event Logger.

 l Logging of PII t o t he Journey ManagerService Call  Log using TxnUpdat er .ad-

dServiceCallLog()

St or ing cust omer dat a in t hese t hese logs is considered high r isk as t he cont ent s are 

used for  monit or ing and operat ions and are oft en st ored for  long per iods in of f- sit e 

dat abases. St orage of cust omer dat a in t hese logs wil l  not  be accept ed under any cir -

cumst ances.

1Personally Ident if iable Informat ion (PII) is informat ion about  an individual t hat  can be 

used t o dist inguish or  t race an individual ‘s ident it y, such as name, social secur it y num-

ber, dat e and place of bir t h, mot her ‘s maiden name, or  biomet r ic records; and any ot her 

informat ion t hat  is l inked t o an individual. In Europe, PII is known as personal dat a.
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Common use cases

 1. Sensit ive 3rd Part y Dat a -  where informat ion about  an individual has been 

ret r ieved from 3rd part ies (such as credit  agencies, f raud services, banks et c.) and 

t he sensit ivit y of  t his dat a requires t hat  it  is not  ret urned t o t he cl ient  browser 

where it  can be int errogat ed and manipulat ed by savvy users.             

 2. Audit  Logging -   where t he informat ion used in cer t ain act ions dur ing an appl ic-

at ion process needs t o be ret ained for  audit  purposes (e.g. an audit  of  each cal l  

made t o an ident it y ver if icat ion service and t he result ing response from t hat  ser-

vice).

 3. Debug Logging -  of t en when t rying t o locat e unexpect ed behavior  in your solut ion 

t he abil it y t o act ivat e and access det ailed debug informat ion helps t o ident ify t he 

issue and resolve it . This t ype of informat ion is usual ly only required dur ing t he 

per iod of debugging and should not  be always act ivat ed.             

 4.  Report ing -  where informat ion gat hered from many relat ed submissions can be 

quickly loaded int o a CSV for  simple report ing purposes.

Acceptable practices

The fol lowing pract ices may be used t o accommodat e t he use cases where st orage of 

cust omer dat a out side t he form dat a payload is required:

 1. Submission Propert ies -  Dat a can be st ored in submission propert ies using t he 

TxnUpdat er .set Propert y() funct ion in t he Fluent  SDK. These submission propert ies 

are subject  t o t he same purge rules conf igured for  t he submission XML dat a. Sub-

mission propert ies can be accessed by aut hor ized Manager administ rat ors via t he 

Admin Console by viewing t he submission record and select ing t he Propert ies t ab.             

 2. Submission Dat a Ext ract s -  Where report ing of form dat a across al l  t ransact ions 

for  a part icular  form is required you are able t o creat e submission dat a ext ract s 

and quickly generat e CSV report s on demand. Like submission propert ies, t his 

ext ract  informat ion is accessible by aut hor ized Manager administ rat ors and is sub-

ject  t o t he same purge rules as t he submission XML dat a.

 3. Groovy Logging -  using GroovyLogger.debug() funct ion in t he Fluent  SDK. Not e 

t hat  t he al l  debug() st at ement s are ignored by t he Groovy Logger unless you have 

enabled Groovy Debug Logging for  your Groovy service. This support s t he use case 

where you would l ike t o enable addit ional logging for  t he per iod of invest igat ion 

only, t hen disable t hat  logging when t he invest igat ion is complet e.             
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See also Dat a Ret ent ion Management
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In many areas Journey Manager uses t he name of asset s (or  normalized name) t o 

uniquely ident ify t hem wit hin an Organizat ion scope, t herefore it  is import ant  t o ensure 

t hat  you use an asset  naming st rat egy t hat  avoids clashes wit h ot her similar  solut ions 

t hat  may be deployed in t he same organizat ion. It  is import ant  t o get  t his r ight  f rom t he 

st ar t  of  your project  because it  is somet imes dif f icult  and disrupt ive t o modify t his lat e 

in t he development  program.

Groovy Service Naming

By way of example, if  you are building an int egrat ion t o an ident it y ver if icat ion provider 

you wil l  have a Groovy service t hat  per forms t he remot e cal l  t o execut e t he ID check. 

You should name your Groovy service in a manner t hat  wil l  not  clash wit h similar  func-

t ions from ot her ident it y ver if icat ion providers on t he market . Naming your service 'Iden-

t it y Ver if icat ion' wil l  not  ensure uniqueness so we ask t hat  you use a naming st rat egy 

t hat  includes a specif ic ident if ier  t o avoid clashes. This also helps t o locat e and dis-

t inguish services from each ot her when searching in t he Journey Manager console.

We recommend pref ixing your service name wit h t he t arget  provider and/ or  product  

name. For example:

Some examples of Exchange packages include:

 l Equifax IDMat r ix -  Ident it y Ver if icat ion

 l LexisNexis Inst ant ID -  Ident it y Ver if icat ion

 l Trul ioo Global Gat eway -  Ident it y Ver if icat ion

 l VIX Ver ify GreenID -  Ident it y Ver if icat ion

 l FIS ChexSyst ems -  QualiFile
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 l ClickSwit ch -  Enrol l  Cust omer

 l ESignLive -  Creat e Package

 l Melissa Dat a -  Address Ver if icat ion

NOTE

Do not  include redundant  informat ion such as t he t ype of asset . For example, do 

not  add t he word Service t o your service name Melissa Dat a -  Address Ver i-

f icat ion Service.

Service Connection Naming

Service connect ions should be named according t he name of t he ext ernal endpoint  

being accessed, for  example:

 l Equifax IDMat r ix

 l Au10t ix

 l DocuSign

 l Google Places

 l Iovat ion

 l Melissa Dat a 

 l PCA Predict

 l Yodlee

See also Managing mult iple service endpoint s and credent ials for  ext ernal service cal ls.

Maestro Component Naming

When creat ing Maest ro component s, t he name you give it  init ial ly is normalized t o cre-

at e a unique component  ident if ier  which is used in al l  references t o (uses of) t hat  com-

ponent . Please ensure you plan for  t he component s you are going t o build in your 

package and det ermine an appropr iat e naming st rat egy before you st ar t  work as chan-

ging t his unique ident if ier  can be disrupt ive.

We recommend front - loading t he t arget  provider and/ or  product  name in t he com-

ponent  name. Some examples of Exchange packages include:

 l Equifax IDMat r ix Ver ify

 l LexisNexis Inst ant ID

 l LexisNexis Inst ant ID Q&A
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 l LinkedIn Aut o- Fil l

 l Mit ek Mobile Fil l

 l Iovat ion Ver ify

When creat ing a new component  you should also be specif ic about  t he Palet t e Folder 

t hat  you want  it  t o appear in. It  is of t en suff icient  t o name t he palet t e folder  t o t he pro-

vider  being int egrat ed. Typical ly, al l  Maest ro component s for  a single int egrat ion pack-

age wil l  be locat ed in t he same palet t e folder . Some example palet t e folder  names 

include:

 l Mit ek

 l Liveperson

 l LexisNexis

 l CoreLogic

 l Equifax

Palet t e folder  names can be easily changed if  required.

See also Maest ro Shared Component s, Maest ro Nat ive Component s.
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Exchange package architecture

Developer Resources

Before st ar t ing your package development  we st rongly recommend you review t he fol-

lowing ar t icles.

Exchange Framework

 l Exchange Framework

The Exchange Framework (TIF) makes it  easier  for  developers t o build int egrat ions 

on Journey product s in a more eff icient , st andardised and scalable manner. Every-

one is encouraged t o use t his f ramework t o build t heir  next  int egrat ion.

 l Transact  Fluent  API Javadoc             
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A Javadoc reference descr ibing t he packages, classes and more t hat  you can use 

t o develop a Journey Manager solut ion.

 l Coding Convent ions & Pract ices

It  is st rongly recommended t hat  you use t hese convent ions and pract ices in your 

development  ef for t .

 l Techniques for  Solving Common Requirement s

Some handy t ips for  deal ing wit h common scenar ios in Groovy.

 l Working wit h t he Exchange Sandbox Environment

The sandbox environment  is available for  you t o use dur ing your development , t o 

publ ish and t est  your solut ion.

 l Accessing t he Exchange GIT Reposit ory

You are required t o push your project  source f ile t o t he Exchange GIT Reposit ory 

pr ior  t o t he cer t if icat ion process.

Certif ication

 l Exchange Cert if icat ion

Ensure you underst and what  is required t o get  your package cert if ied.

Legacy

 l Get t ing St ar t ed wit h Fluent  Groovy Services

Ensure you have your IDE conf igured and you've gone t hrough t he Hello Wor ld 

Example.

 l The Exchange Domain Shared Code Library

A l ibrary of reusable Groovy classes t hat  are used ext ensively by t he Exchange 

t eam.
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Exchange Framework (TIF) v1.5.0 release

The Exchange Framework (TIF) makes it  easier  for  developers t o build int egrat ions on 

Journey product s in a more eff icient , st andardised and scalable manner t o reduce t he 

ongoing cost s of  upgrades and maint enance. Everyone is encouraged t o use t he frame-

work t o build t heir  next  int egrat ion.

The Exchange Framework v1.5.0 is a signif icant  release wit h t wo major  feat ures:

 l A st andard f luent  funct ion base class for  int egrat ion purposes t hat  provides t he 

most  commonly used code for  a t ypical int egrat ion f luent  funct ion. The code pat -

t ern in t his class has passed hundreds of regression t est  cases t hat  provide you 

wit h a rel iable foundat ion so you can save t ime and concent rat e on your specif ic 

project  code.

 l A powerful st andard response processor out  of  t he box t hat  dramat ical ly reduces 

t he code required in your main f luent  funct ion and t he code required t o manually 

parse t he raw responses. 

A standard fluent function base class 

This base class provides t he most  commonly used code for  a t ypical int egrat ion f luent  

funct ion below:

 l All init ial ized var iables l ike logger, svcDef, txn, inputParams, user, appDoc, applicantRole, and 

f luent  funct ion result s

 l Set up service module

 l St andard input  paramet ers inject ed (recordResponseInTxnProperties, recordRe-

sponseInTxnXML)

 l St andard milest one event s on st ar t  and complet e

 l St andard except ion handling and updat e of server VO and cl ient  VO when required

The code pat t ern in t his class has passed hundreds of regression t est  cases t hat  

provide you wit h a rel iable foundat ion so you can save t ime and concent rat e on your 

specif ic project  code.
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A powerful standard response processor out of the box

Previously, you needed t o creat e a response processor subclass and wr it e code t o pro-

cess t he raw response f ield by f ield and generat e t he Server VO and Client  VO manually.  

From 1.4.0, we st ar t ed t o provide simple annot at ions, t hat  let s t he response processor 

inject  cer t ain values from t he raw response int o t he Server VO aut omat ical ly.  We go 

much deeper in 1.5.0, wit h a lot  more aut o response processing capabil it ies, as shown 

below, t o f inal ly provide a ful ly working response processor out  of  t he box, t hat  saves 

you t ime parsing t he response manually.

 l Client  VO aut o- processing by annot at ion

 l Propert ies aut o- mat ching bet ween Client  VO and Server VO

 l Aut o dat a value mapping

 l Turn response direct ly int o Map object  in VO and f il t er ing on t he result

 l JSON st r ing as a single propert y

 l Clear VO propert ies when errors occur

 l Default  error  handling in response processor

Wit h t his release, t he framework dramat ical ly reduces t he code required in your main 

f luent  funct ion and t he code required t o manually parse t he raw responses. We 

st rongly encourage everyone t o upgrade and st ar t  using t he framework t o build your 

next  int egrat ion.

Exchange Framework (TIF) v1.6.1 release

We are pleased t o add t he buil t - in conf igurat ion service support  in t his release so t hat  

your f luent  funct ion using TIF wil l  aut omat ical ly be compat ible wit h t he conf igurat ion 

service wit h t he fol lowing feat ures wit hout  any ext ra code:

 l Tr iggers t he specif ied conf igurat ion service on demand.

 l Uses t he conf ig dat a from t he conf igurat ion service if  available, ot herwise fal l  back 

t o t he or iginal service connect ion and service paramet ers from t he service def in-

it ion and make t hose up- t o- dat e conf ig dat a available t o your f luent  funct ion.

Ot her updat es t o t he Exchange Framework in t his release include:

 l Provide t he capabil it y t o disable t he Journey Analyt ics milest ones in t he Fluent  

funct ion base class.

 l Add capit al ized Key annot at ion t o mat ch t he capit al ized t ag name convent ion in 

Txn XML generat ed by Server VO/ Client  VO (default  is t rue)
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 l Add get  and creat e form/ organisat ion propert y in Utils class

 l Add request  object  access in t he base f luent  funct ion

 l Support  mocking a Groovy service or  f luent  funct ion in MockUtils

 l Support  mocking a GET request  in MockUtils

 l Fix a minor issue in Utils.exceptionToString() met hod

References

For more informat ion, see:

 l TIF in Git lab (login required)             

 l Exchange Framework Developer Guide (Temenos int ernal access only)             
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The Exchange Domain Shared Code 

Library (for Fluent SDK 5.x)
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

A shared code l ibrary is publ ished by t he Exchange t eam t hat  encapsulat es func-

t ional it y relat ing t o commonly encount ered t asks, including:

 l Providing response dat a from Dynamic Dat a Services and consist ency on com-

municat ing errors back t o t he cl ient .

 l Dealing wit h addresses in short  or  long format  and st andardizing t he API t o 

address lookup services.

 l Performing dat a t ransformat ions using t he Groovy Templat e Engines.

 l Generat ing IDs using a range of casing st rat egies.

These capabil it ies are provided as a set  of  Groovy classes t hat  can be referenced in your 

Groovy services using t he f ileIncludes direct ive. See Services Overview for  more inform-

at ion.

Shared Code Library

ht t ps:/ / avoka- git lab.avoka.com/ exchange/ exchange.domain
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Accessing the Exchange Git  Repository
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

The Exchange GIT reposit ory group for  Exchange part ners is locat ed here:

ht t ps:/ / cs- git lab.avoka.com/ part ners

You should have received a URL t o your specif ic reposit ory when your part ner  account  

was set up.
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The Exchange Sandbox Environment
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

The Exchange t eam wil l  provide a sandbox Journey Manager environment  for  par t ners 

developing Exchange Packages. This environment  can be found here:

ht t ps:/ / exchange.avoka- t ransact .com/ manager

You would have received a login credent ial t o t his environment  when your part ner  

account  was creat ed. 
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Using GitFlow in Exchange projects
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

Git Flow is a branching model for  Git , creat ed by Vincent  Dr iessen. It  has at t ract ed a lot  

of  at t ent ion because it  is very well  suit ed t o col laborat ion and scal ing t he development  

t eam. We adopt  t his model for  al l  Exchange project s source code management .

NOTE

Please not e t hat  it 's not  mandat ory t o use a Git Flow command t o cre-

at e/ manage branches. It 's complet ely val id t o use normal git  commands t o cre-

at e/ merge/ remove branches as long as it  mat ches t he pr inciple of  t he Git Flow 

branching model below.
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Installing GitFlow

 l Windows: Git  (2.10+) includes Git Flow by default

 l OSX: brew inst al l  git - f low

 l Int el l iJ: Git  Flow Int egrat ion plugin

 

Migrating existing projects

In some of t he ear l ier  Exchange project s, t hey only have t he mast er  branches. We need 

t o gradually migrat e t hese project s t o t he new Git Flow model.

When

When we need t o modify t he project . Could be eit her  a bug f ix or  feat ure enhancement .

How

The main dif ference bet ween t he old model and new model is int roducing "develop" 

branch. So in order t o migrat e t o t he new model, we need t o creat e a new develop 

branch based on current  mast er  branch.

GitFlow command

git flow init

NOTE

Make sure your local reposit or ies are synced wit h remot e reposit or ies. Ot her-

wise, it  may fail  when you run t he above command. You can do t his by execut ing 

"git  fet ch - - prune".

NOTE

Also, make sure you delet e any previous local branch you may have t hat  already 

merged int o mast er . You can remove local branch by "git  branch - d branch_

name".
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Git  command

git checkout -b develop master

IntelliJ GitFlow plugin

Make sure you are in t he lat est  mast er  branch and don't  have any unst aged changes loc-

al ly, and at  bot t om r ight  corner, cl ick on "No Git f low" and select  "Init  Repo" in Git f low 

Act ions.

In t he opt ion pop- up dialog, just  cl ick OK t o use t he default  conf igurat ion.

If  it  succeeds, it  aut omat ical ly creat es a develop branch and swit ches t o t his branch. 

Also when you cl ick on Git f low, it  wil l  show opt ions t o St ar t  Feat ure, Release, Hot f ix as 

per below.
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NOTE

Git Flow Init  Repo wil l  fail  if  you have unst aged changes.

 

Make changes to the project (Enhancement or bug fix)

You should always make changes based on develop branch. Git Flow recommends cre-

at ing a feat ure branch based on develop branch and when it 's f inished, merge it  back 

int o develop branch and delet e t he feat ure branch. You can do t his by using Git Flow 

command or  pure git  command. Git Flow command or  plugin is recommended because 

it  aut omat ical ly creat es t he correct  pref ix branch name and handles merge and remove 

feat ure branch for  you when f inished.

NOTE

In Exchange project s, we t end t o always release a newer version for  bot h 

enhancement s and bug f ixes, hence we don't  normally creat e a branch direct ly 

f rom mast er  for  bug f ixes (hot f ixes concept  in Git Flow). Plus Exchange 

developers t ypical ly don't  have t he wr it e permissions t o t he mast er  branch, cre-

at ing a hot f ix branch may lat er  on have t rouble merging back t o t he mast er  

branch. So it 's recommended t o fol low t he same process for  bot h bug f ixes and 

feat ure enhancement s as per below.

 

Step 1 Create a feature branch

Make sure you are on t he lat est  develop branch.
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GitFlow command

git flow feature start my-change

Git  command

git checkout -b feature/my-change develop

IntelliJ GitFlow plugin

Click on Git f low at  t he bot t om- r ight  corner, and select  St ar t  Feat ure l ike below.

Step 2 Make changes

Make changes t o t he feat ure branch you just  creat ed. If  you are col laborat ing wit h t eam 

members, you might  want  t o commit  and push your newly creat ed branch t o remot e so 

t hat  ot her members can work on t he same branch.

NOTE

It 's recommended t o use "git  pul l" t o get  t he changes from ot her members reg-

ular ly (daily) t o avoid/ resolve pot ent ial conf l ict s at  ear ly st age rat her t han mer-

ging large amount s of code t owards t he end.

 

Step 3 Finalize the feature branch

When t he feat ure or  bug f ix is done and t est ed, check out  develop, merge t he feat ure 

branch back int o develop branch and delet e t he feat ure branch.
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NOTE

Make sure you've commit t ed and pushed al l  your changes before performing t he 

fol lowing command. Failure t o do so may cause issues.

GitFlow command

git flow feature finish my-change

Git  command

             git checkout develop

             git merge --no-ff feature/my-change

             git branch -d feature/my-change

         

IntelliJ GitFlow plugin

Click on "Git f low" at  t he bot t om- r ight  corner, and select  "Finish Feat ure" l ike below.

Releasing a version

When al l  t he changes on develop branch have been t est ed and QA signed off , it 's t he 

t ime t o creat e a release version based on develop branch.

Step 1 Create a release branch

We should use t he TPac version MajorNumber.MinorNumber.buildNumber t o be t he 

release branch name. For example, t o release TPac v1.2 build 004, use 1.2.004.
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GitFlow command

git flow release start 1.2.004

Git  command

git checkout -b release/1.2.004 develop

IntelliJ GitFlow plugin

Click on Git f low at  t he bot t om- r ight  corner, and select  St ar t  Release l ike below.

Step 2 Create distribute pack

Creat e t he dist r ibut ion package if  you haven't  already done so.

NOTE

Please not e you should avoid code changes at  t his st age except  a document at ion 

updat e. Code review, funct ional t est ing and bug f ixes should be f inished before 

creat ing a release.

 

Step 3 Finalize the release branch

To f inal ize t he release branch, it  needs t o merge t he release branch back int o bot h 

develop and mast er  branch. Since somet imes developers don't  have wr it e permissions 

t o t he mast er  branch, it  can creat e problems when f inal izing t he release branch using a 

Git Flow command or  Git Flow plugin. The recommended way is t o eit her  use a user wit h 

wr it e permissions or  use t he fol lowing command t o merge release int o develop and 

manually creat e a merge request  t hough Git lab t o mast er .
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GitFlow command

git flow release finish 1.2.004

Git  command

 1. Execut e t he fol lowing command t o merge release t o develop branch.

                 git checkout develop

                 git merge --no-ff release/1.2.004

                  

                 git push

             

 2. Creat e a merge request  in git lab from develop branch t o mast er  branch.

 3. Execut e t he fol lowing command t o t ag t he mast er  and delet e t he release branch.

                 git checkout master

                 git tag -a 1.2.004

                 git branch -d release/1.2.004

             

IntelliJ GitFlow plugin

NOTE

Make sure you have t he wr it e permission t o mast er  branch before using t his func-

t ion.

Click on Git f low at  t he bot t om- r ight  corner, and select  Finish Release l ike below.
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Aft er  cl icking Finish Release, you st il l  need t o perform t he fol lowing command t o push 

local t o remot e and t ag t he mast er .

             git checkout develop

             git push

              

              

             git checkout master

             git push

             git push --tags

         

NOTE

Git Flow wil l  creat e t ags aut omat ical ly in t he local mast er , or  you can use git  

push - - t ags t o push t ags t o remot e if  you don't  have any ot her local t ags. Ot her-

wise please use git  push or igin <t agname> t o only push t he released version t ag.
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Logging third party service calls
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

Background

Current ly, Journey Manager provides t he fol lowing API t o log t hird part y service cal ls:

new TxnUpdater(txn).addServiceCallLog(serviceName, moreInfo, serviceEndpoint).update();

The problem wit h t he exist ing dat a is t hat :

 l We don't  know if  a cer t ain service cal l  log is f rom an Exchange package or  not .

 l Furt hermore, we don't  know if  a cer t ain service cal l  log is f rom which Exchange 

package.

Logging convention

In order t o solve t his and be able t o know which Exchange package a service log record 

belongs t o, wit h minimum backend and API changes, we use t he moreInfo paramet er  t o 

provide t he Exchange package informat ion in t he fol lowing format :

EXCHANGE|exchange- project - code|moreInfo

For example, t he Mit ek TIDEN project  has t he fol lowing code t o record service log at  

t he moment :

// record service usage

new TxnUpdater(txn).addServiceCallLog('MitekTidenId Prefill',"EvidenceId: $evidenceId", 

endPoint).update()

It  should be changed t o t he fol lowing t o support  t he new convent ion:

// record service usage

new TxnUpdater(txn).addServiceCallLog('MitekTidenId Prefill',"EXCHANGE|mitek-tiden|Evid-

enceId: $evidenceId", endPoint).update()
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Please not e t hat  t he Exchange project  code should mat ch t he "project .code" def ined in 

t he build.propert ies. For example, in t he Mit ek TIDEN project , build.propert ies has t he 

fol lowing l ine:

project .code=mit ek- t iden

Hence, mit ek- t iden should be used as t he Exchange project  code in t he moreInfo st r ing.

Migration Policy

Any new project  needs t o fol lows t his convent ion.

For al l  exist ing project s, we need t o fol low t his convent ion whenever we upgrade t he 

package.

 

More on logging third party service calls

Usage

When ut il izing t hird part y services in groovy service def init ions it  is import ant  t o record 

each successful usage. Usage st at ist ics are very useful and somet imes required t o be 

t racked for  reconcil iat ion and bil l ing purposes.

The TxnUpdat er  provides a funct ion t o record t hese event s as demonst rat ed below.

The service cal l  should be logged only if :

 1. A successful response has been received from t he service -  t his can be ver if ied 

wit h t he convenience funct ion isSuccess() on t he Ht t pResponse object .

 2. No dat a errors were report ed in t he response from t he service. Typical ly a 400 

(BAD REQUEST) response is received when t here is an issue wit h t he dat a provided 

in t he request , however some 3rd int egrat ion APIs wil l  incorrect ly ret urn a 200 

response t ype but  st il l  report  dat a errors in t he body of t he response (e.g. 'Inval id 

SSN') -  t hese wil l  need ident if ied and t he service log skipped in t his scenar io as 

dat a errors do not  t ypical ly represent  a bil lable event .
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Sample code

import com.avoka.tm.svc.TxnUpdater

 import com.avoka.tm.http.GetRequest

 import com.avoka.tm.http.HttpResponse

 ...

 try {

  response = new GetRequest(serviceEndpoint).execute()

 } catch(Exception e){

  // Log and return

  new EventLogger().setTxn(txn).setMessage(e.getMessage()).logError()

  return result.systemError()

 }

 

 if (response?.isDataError() || checkBodyError(response)) {

  return result.dataError(getDataErrorMsg(response))

 }

 

 if (response?.isSuccess()) {

  // Add the 3rd Party Service Call Log entry

  new TxnUpdater(txn).addServiceCallLog(serviceName, 'More Info (optional)', ser-

viceEndpoint).update()

  

  // Now process the response

  ...

 }

Inputs

The input s t o t his addServiceLog funct ion are:

 l svcName -  The name of t he t hird part y service -  t his is not  t he SOAP Act ion name 

but  rat her relevant  name t hat  clear ly ident if ies t he vendor and service being cal led 

(e.g. FIS -  QualiFile)

 l info -  Any addit ional det ails you may want  t o provide t o assist  in audit ing, t his may 

include key at t r ibut es included in t he cal l  (opt ional)

 l ur l -  Where t he t hird part y provides mult iple endpoint  URLs for  dif ferent  envir -

onment s it  is import ant  t o record t his URL as cal ls t o t he t est  environment  would 

be excluded from bil l ing t ransact ions. See also Managing mult iple service end-

point s and credent ials for  ext ernal service cal ls.
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WARNING

Remember you must  cal l  t he updat e() funt ion on t he TxnUpdat er  t o commit  t he 

log record.
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Managing mult iple service endpoints and 

credentials for external service calls
           Exchange     Pre- conf igured Maest ro services.  |             Plat form Developer   |  All versions       This f eat ure 

is relat ed t o v5.1 and higher.

As we creat e services in Journey Manager t hat  int egrat e wit h ext ernal sources via Web 

Service or  REST we t ypical ly f ind t hat  t he ext ernal service endpoint  and credent ials 

change bet ween Journey Manager environment s (dev, t est , prod). Or alt ernat ively, you 

may have creat ed a mock service endpoint  for  use dur ing ear ly development  phases and 

want  t he abil it y t o easily swit ch bet ween t he mock service and t he genuine service for  

debugging and t o ver ify expect ed result s. This ar t icle descr ibes t he best  pract ice 

approach t o managing t hese dif ferent  endpoint  conf igurat ions using Service Con-

nect ions.

Creating Service Connections

The best  pract ice approach t o managing mult iple endpoint  conf igurat ions is t o ut il ize 

Service Connect ions. Let s look at  an example.

Say we have a requirement  t o build a Dynamic Dat a service for  use by forms t hat  t akes a 

US Zip Code and ret urns t he Cit y, St at e, Area Code and Time Zone. This service wil l  cal l  

out  t o an ext ernal API t o ret r ieve t his informat ion. Assume t he ext ernal service provider 

has exposed a t est  service for  use in dev/ t est  environment s which we wil l  use unt il  we 

deploy t o t he product ion server.

 1. When creat ing t he Service Connect ion for  t his mock endpoint  I use t he gener ic 

HTTP Endpoint  t ype, t hen ent er  t he name and endpoint  URI. While t his service 

does not  require aut hent icat ion credent ials, I could just  as easily add t hem if  t hey 

were required.
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 2. As we are developing t his service we want  t o access a mock endpoint  t o cont rol 

t he response format  and ver ify t he behavior  of  my service, and so aft er  building a 

mock service using on a mock plat form (e.g. mockable.io) I can creat e a new ser-

vice connect ion t hat  point s t o it .

Using Service Connections in Groovy Services

 1. To facil it at e t he dynamic dat a cal ls f rom t he form we need t o creat e a new service 

of t ype 'Dynamic Dat a', using t he Groovy Dynamic Dat a t emplat e.

 2. When conf igur ing t he service we can select  t he Service Connect ion we wish t o use. 

We wil l  st ar t  wit h t he ZIP Lookup Mock endpoint .
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 3. Now in our Groovy Scr ipt  we can ret r ieve t he service connect ion from t he service 

def init ion object  and val idat e t hat  it  is conf igured correct ly.

/ /  Ensure t hat  a Service Connect ion is select ed         def serviceConnect ion = ser-

viceDefinit ion.connect ion         if (!serviceConnect ion){ t hrow new Il leg-

alArgument Except ion("No Service Connect ion def ined for  t his service.") }         / /  

Ret r ieve t he base endpoint  URL from t he service connect ion.         def endpoint  = ser-

viceConnect ion.endpoint Value         if (!endpoint ){ t hrow new Il legalArgument Except ion

("No endpoint  def ined for  t he service connect ion.") }

 4. Having a val id endpoint  t o work wit h we can now set up t he remot e request , apply 

basic aut hent icat ion credent ials if  present , execut e t he cal l  before marshal ing t he 

response.

/ /  Creat e t he remot e request          def remot eRequest  = new Get Request (endpoint )         / /  If  

aut h det ails provided, set  t hem in t he remot e request          if (ser-

viceConnect ion.username){         remot eRequest .set BasicAut h(ser-

viceConnect ion.username, serviceConnect ion.password)         }                   / /  Now execut e t he 

remot e cal l          remot eRequest .set Params(["USZip": zipInput ])         def response = 

remot eRequest .execut e()          

 5. At  any t ime we can swit ch bet ween t he mock service and t he genuine service by 

select ing t he appropr iat e Service Connect ion in t he Service Def init ion.

>Full  Groovy Scr ipt          / *  Provides form lookup form dat a service by cal l ing a con-

f igurable Groovy scr ipt .                   Scr ipt  paramet ers include:         form : com.a-

voka.fc.core.ent it y.Form         request  : javax.servlet .ht t p.Ht t pServlet Request          
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submission : com.avoka.fc.core.ent it y.Submission         serviceDefinit ion : com.a-

voka.fc.core.ent it y.ServiceDefinit ion         serviceParamet ers : Map<St r ing, St r ing>                   

Scr ipt  ret urn:         JSON st r ing dat a value t o be bound int o t he form dat a model         import  

com.avoka.component .ht t p.Get Request          import  groovy.json.JsonBuilder          import  

groovy.ut il .XmlSlurper                   def zipInput  = "" + request .get Paramet er('zip')         logger.info 

"Zip: " + zipInput          >if (!zipInput ){ t hrow new Il legalArgument Except ion("Missing 

input  paramet er  -  zip") }                   / /  Ensure t hat  a Service Connect ion is select ed         def ser-

viceConnect ion = serviceDefinit ion.connect ion         if (!serviceConnect ion){ t hrow new 

Il legalArgument Except ion("No Service Connect ion def ined for  t his service.") }                   / /  

Ret r ieve t he base endpoint  URL from t he service connect ion.         def endpoint  = ser-

viceConnect ion.endpoint Value         if (!endpoint ){ t hrow new Il legalArgument Except ion

("No endpoint  def ined for  t he service connect ion.") }                   / /  Creat e t he remot e request          

def remot eRequest  = new Get Request (endpoint )         / /  If  aut h det ails provided, set  

t hem in t he remot e request          if (serviceConnect ion.username){         remot eRequest .-

set BasicAut h(serviceConnect ion.username, serviceConnect ion.password)         }                   / /  Now 

execut e t he remot e cal l          remot eRequest .set Params(["USZip": zipInput ])         def 

response = remot eRequest .execut e()                   / /  check Ht t pResponse st at us code         if  

(response.st at us == 404) {         / /  object  not  found         t hrow new Runt imeExcept ion

('Could not  f ind t he request ed service: ' + response.st at usLine)         } else if  

(response.st at us != 200) {         t hrow new Runt imeExcept ion(response.st at usLine)        }                   log-

ger.info response.t ext Cont ent                    / /  Service ret urns XML so let s parse it  for  a JSON 

response         def parsed = new XmlSlurper().parseText (response.t ext Cont ent )        def 

childNodes = parsed.Table.children().it erat or().t oList ()         def responseValues = 

childNodes.col lect Ent r ies( [ :]  ) {         [ (it .name().t oLowerCase()): (it .t ext ())]          }                   log-

ger.info responseValues                   / /  Build t he JSON response         def serviceResponse = new 

JsonBuilder(responseValues).t oPret t ySt r ing()         logger.info "Response: " + ser-

viceResponse                   ret urn serviceResponse         

Deployment Practices

So what  happens when we want  t o push t his service int o anot her environment  wit h 

pot ent ial ly dif ferent  endpoint  conf igurat ions? The fol lowing pract ices wil l  help make 

t his a very seamless process.
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 1. Ensure t he genuine service connect ion is select ed before export .

When export ing a service from one environment  t o anot her, if  a Service Con-

nect ion is select ed in t he Service Def init ion it  wil l  also be export ed int o t he archive 

f ile and available when you go t o import  t he archive t o anot her environment . So if  

you are using mult iple endpoint s in t he development  environment , ensure t hat  you 

have t he appropr iat e service connect ion select ed when you go t o export , i.e. t he 

one you want  t o be deployed int o t he archive. It  is unl ikely t hat  you wil l  want  t o 

deploy t he mock service t o ot her environment s, so usual ly you wil l  want  t o select  

t he genuine service.

 2. Import  wit h 'Preserve Exist ing Service Connect ions' select ed.

When import ing a service archive int o t he t arget  environment  you are offered sev-

eral import  opt ions. Check t he help against  each of t hese opt ions and be aware 

how t hey impact  t he import  behavior . Of most  relevance t o t his ar t icle is t he 'Pre-

serve Exist ing Service Connect ions' opt ion. If  t he import  archive cont ains a Service 

Connect ion wit h t he same name (and version) as an exist ing Service Connect ion in 

t he t arget  environment , it  wil l  not  get  import ed if  t his opt ion is select ed. If  no Ser-

vice Connect ion exist s wit h t he same name t hen it  wil l  always be creat ed. Typ-

ical ly, you wil l  want  t his opt ion enabled (which it  is by default ) so t hat  changes t o 

t he endpoint  conf igurat ions do not  get  overwr it t en each t ime you import .

 3. Use consist ent  naming of Service Connect ions bet ween environment s.

Ensur ing t hat  you use consist ent  naming of Service Connect ions bet ween envir -

onment s wil l  avoid any manual reconf igurat ion each t ime you import  a service 

from one environment  t o anot her. It  is ent irely up t o you whet her you per- con-

f igure t he Service Connect ions in each environment  or  wait  unt il  t he Service Con-

nect ion is import ed int o each environment  and modify t he conf igurat ions at  t hat  

point . In product ion environment s you can conf igure t he endpoint  t o point  t o t he 

l ive endpoint  wit h product ion credent ials (if  required) and if  using t he pract ices 

above, you can have conf idence t hat  t hese endpoint  conf igurat ions wil l  be main-

t ained bet ween import  event s.

Calling Multiple Endpoints in a Single Service

The pract ices det ailed above assume t hat  your groovy service is only required t o cal l  a 

single remot e service, but  what  if  it  is required t o cal l  several remot e services in a single 

execut ion?
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 1. To handle t his t ype of scenar io you wil l  need t o creat e a service paramet er  for  

each of t he remot e services, t hat  st ores t he name of t he Service Connect ion t o 

use.

 2. Wit hin your groovy scr ipt  you can ret r ieve each service connect ion by name using 

t he ServiceConnect ionDao class and t hen execut e your remot e cal l  as normal.

/ /  Check t he endpoint  paramet er  is def ined         def zipConnect ionName = ser-

viceParamet ers.get ('Get InfoByZip Connect ion Name')         if (!zipConnect ionName){ 

t hrow new Il legalArgument Except ion("Missing paramet er  value for : Get InfoByZip 

Connect ion Name")}         / /  Ensure t hat  a Service Connect ion is select ed         def ser-

viceConnect ion = new com.avoka.fc.core.dao.ServiceConnect ionDao().get Ser-

viceConnect ionForName(zipConnect ionName)         if (!serviceConnect ion){ t hrow new 

Il legalArgument Except ion("No Service Connect ion def ined for  t his service.") }

Not e t hat  where Service Connect ions are referenced by paramet er  values in t his 

manner t hey wil l  not  be export ed int o t he service archive and must  be manually 

creat ed in ot her environment s.
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